
Defending Data Where It Lives
Challenge
•	 The University of Sheffield Advanced Manufacturing Research Centre 

handles large unstructured data sets stored on multiple Dell PowerScale 
(Isilon) clusters distributed across different parts of the organization to 
support research, teaching, and administrative activities.

•	 Their previous ransomware and data insight solution was unreliable 
— unstable services, inconsistent alerts, and little visibility into which 
data was stale or active.

•	 With rising ransomware threats, the university needed better visibility 
and control at the data layer. They also needed simpler disaster 
recovery between data centers, reduced downtime, and clear audit 
evidence of data protection.

•	 The goal: protect critical data, automate failover, and give IT and 
security teams confidence that recovery would work — every time.

Solution
The university deployed Superna Data Security Edition for Dell 
PowerScale, combining ransomware defense, audit visibility, and 
automated disaster recovery across their environment.

•	 Automated DR – Superna’s failover orchestration now maintains data 
access during maintenance or outages and has already been used in 
true DR situations. Failovers that once took hours happen in minutes.

•	 Ransomware Protection – Real-time file monitoring detects 
suspicious changes, locks out bad users, and creates defensive 
snapshots for fast rollback and recovery. The team is confident that 
any potential threats will be swiftly investigated.

•	 Audit Visibility – The “Where Did My Folder Go?” feature has been 
invaluable, letting admins instantly trace deleted or moved folders, 
cutting help desk time and improving accountability.

•	 Seamless Integration – Deep API integration with Dell PowerScale 
ensures protection at the storage layer, with no extra tools or 
workflow disruption. Simple to deploy and intuitive to use. 

•	 Reliable Support – Deployments and upgrades are fast, a recent 
upgrade finished in under an hour with zero downtime without 
Support help. If support is needed, the experience is exceptional.
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Key Benefits
Reduced Ransomware Risk

Real-time detection and automatic lockouts stop attacks before damage spreads. The team now has full confidence 
their data is protected at the source due to rollback capabilities.

High Availability

Seamless failover between PowerScale clusters keeps users online during maintenance or outages, improving uptime 
and leading to exceptional service continuity.

Simpler Operations

Folder-tracking and audit visibility cut troubleshooting time and reduce user tickets. Failovers, upgrades, and 
recoveries are faster and easier.

Audit and Compliance Confidence

Auditors praised the university’s DR strategy and its ability to demonstrate ransomware protection, failover control, and 
clear audit trails.

Strong Partnership

The IT team found Superna easy to use, quick to deploy, and backed by exceptional support — turning a data 
protection project into a long-term resilience strategy.
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In Summary
With Superna’s Data Security Edition, the University of Sheffield AMRC strengthened ransomware defense, automated DR, and 
gained full visibility across Dell PowerScale clusters. Today, they act earlier, respond smarter, and breathe easier — proof that 
defense truly runs deeper.

“Superna gives us confidence that our most important data is protected and makes our security and DR operations 
much easier to manage.” 

Chris Varnom, IT Infrastructure Manager, University of Sheffield AMRC
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