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Introduction

This report has been commissioned by Superna.
The product Superna Eyeglass 2.5.7-20153 has been tested in November 2020.
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Figure 1: Superna Eyeglass - Webinterface

Superna Eyeglass Ransomware Defender prevents ransomware from encrypting user data on storage
clusters. It does not replace endpoint protection software on client or server computers, but is
designed to be used in conjunction with this.
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Figure 2: Ransomware Defender
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Ransomware Defender works by monitoring user data on storage clusters in real-time and checking for
file operations typically conducted by ransomware programs, i.e. encryption of the files. As soon as
such activity is detected, access from the infected user’s account to the storage cluster is blocked.
The product can manage multiple clusters, each with multiple shares, and when ransomware activity
is detected on one share on one cluster, the user’s access to all managed shares and clusters will be
removed. A notification is immediately sent to the administrator when ransomware activity is spotted
and a user is blocked. The product locks out only the infected user, allowing other users to continue
to access the storage. The locked-out user will not be able to use any PC or device since the security
lockout is applied at the user level.
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Figure 3: Ransomware Defender — Detection
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Figure 4: Ransomware Defender — Threshold
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Ransomware Defender integrates AirGap Cyber Vault capabilities with the ability to suspend data copy
operations automatically when the source data is under threat. Superna's Rapid Recovery allows the
offline data to be usable in < 2 hours regardless of the size of the data set protected. The Rapid
recovery also restores SMB and NFS share definitions.

The deployment was provided in the form of OVF templates for the VMware vSphere platform. A web-
based interface was provided to manage the product.

Test Configuration

Eyeglass Clustered
Agent Nodes

avernsm-cint01

avernsm-ad

vRouter

¥

avernsm-igls01 Isilon Cluster Isilon Cluster
avrnsm-i01 avrnsm-i02
OneFsS 8.2.x OneFsS 8.2.x
SmartC t for Client A A SmartConnect for Client Access:
avernsm-az01.avernsm.rtest avernsm-i02-az01.avernsm.rtest

Figure 5: Infrastructure
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Test scenario

Two ransomware samples will be executed manually on a client with connected shares. Superna
Eyeglass Ransomware Defender will be in “Enforcement Mode”.

Shares

Four shares are mapped to the cluster avrnsm-i01 (cf. Figure 5: Infrastructure) as network drives to
the client before the sample will be executed. The shares’ content was provided by Superna containing
different types of documents.
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Figure 6: Shares on Windows 10

Client
Windows 10 64-bit English

Sample Selection
Two ransomware sample families, Wasted Locker and DoppelPaymer, will be used. These ransomware
families had been chosen by Superna as known variants that attack network attached drives.
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Test Result

The samples encrypted several files on the client and the storage cluster. The number of encrypted
files on the cluster before detection and user lockout is dependent on the user behavior threshold
settings.

File Edit Format View Help

YOUR NETWORK IS ENCRYPTED NOW

DO NOT GIVE THIS EMAIL TO 3RD PARTIES

DO NOT RENAME OR MOVE THE FILE

THE FILE IS ENCRYPTED WITH THE FOLLOWING KEY:
[begin_key]fH3RL4bq1Fy9adu7p6Df TWGyYRXYEWABYOZ141UUPJOBTpbA+@p8Hj08WZPVIFRU
2vTTae/molskejpS7QxtavMkN+HXTiHz1XLGRZXKphAMINDOi 3s4qH10W1TLIgD2
h7UnvyoSuNRESbjRMHKEGVVBW7 LDjaQ8LtSKZ+CXKLGIrbIUOe361Y6I/Xjjnrui
4zT1hfWMIGIQErDWICHXNUXKgWmGY3CP80@42VpPbiwYa3oLRpTICV2n5XqprNaR

31025INSAZi8EmrouQxtmhoAtpPPYaS6trX6FrVc10173+1YpkGRA1TAOZBFT2G5
apyZwDleMPOlutPPP1eGk8zigHalQeNmH51eB/mmdCwF LFLsupzeABF siSMibopPz
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VEWOrdQb9HPVCa1HiDgXZxXzwECkBZgNRhLgtvi2jQ/al6LFGr72gilkTVrappfz
3fp2f10K97d620syRWC73fFgefFKxJ jMHhRFUSKbhrs=[end_key]

KEEP IT

Windows (CRLF) n1,Col 1

Figure 7: Wasted Locker

File Edit Format View Help
$)four network has been penetrated.

All files on each host in the network have been encrypted with a strong algorythm.

Backups were either encrypted or deleted or backup disks were formatted.
Shadow copies also removed, so F8 or any other methods may damage encrypted data but not recover.

Ve exclusively have decryption software for your situation
No decryption software is available in the public.

DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME OR MOVE the encrypted and readme files.

DO NOT DELETE readme files.

DO NOT use any recovery software with restoring files overwriting encrypted.
This may lead to the impossibility of recovery of the certain files.

To get info (decrypt your files) contact us at your personal page:
1. Download and install Tor Browser: https://www.torproject.org/download/

2. After a successful installation, run the browser and wait for initialization.
3. Type in the address bar:

http://q7wp5u551htuafjts161kt24z4 jexfzhzqqfrt qoid.onion/order/b65dd758-e6bf-11e9-9468-00163eeal79¢c

4. Follow the instructions on the site
5. You should get in contact in 48 HOURS since your systems been infected.
6. The link above is valid for 7 days.
After that period if you not get in contact
your local data would be lost completely.
7. Questions? e-mail:
If email not working - new one you can find on a tor page.

The faster you get in contact - the lower price you can expect.
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Figure 8: DoppelPaymer
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Superna Eyeglass Ransomware Defender worked as expected and locked the user out from the storage
cluster, halting the propagation of file encryptions after reaching the threshold. On the client the
four shares were no longer accessible.
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Figure 9: User locked out of Shares

Ransomware Defender shows the lockout within Active Events on the Eyeglass web interface. The user
has the ability to resolve the Action, which will lead to enable access to the shares.
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Figure 10: Ransomware Defender - User locked out from shares

Commissioned by Superna 7 m



Single Product Test - Superna 2020 www.av-comparatives.org

The storage device has filesystem snapshots applied by Superna that allows data recovery in a multi-
user infection attack scenario.

Snapshots created for user: AIRGAP\user0 event: #17:96

Isilon Cluster Snapshot Created at
8 isiprod Igls-AIRGAP-user0-System-officeFiles... ~ 11/3/2020, 12:13:38 PM
Snapshot
expires: 11/5/2020, 12:13:11 PM
state: active

has_locks: false
path: /ifs/datalofficeFiles

8 isiprod igls-AIRGAP-user0-System-0-U-17_9... 11/3/2020, 12:13:38 PM

Snapshot
expires: 11/5/2020, 12:13:11 PM
state: active
has_locks: false
path: /ifs/data/airgap/o-u files

2 isiprod igls-AIRGAP-user0-System-igls-securi...  11/3/2020, 12:13:39 PM

Snapshot
expires: 11/5/2020, 12:13:11 PM
state: active
has_locks: false
path: /ifs/igls-securityguard

B  isiprod igls-AIRGAP-user0-System-V-Z-17_96-...  11/3/2020, 12:13:39 PM

Snapshot
expires: 11/5/2020, 12:13:11 PM
state: active
has locks: false
path: /ifs/data/airgap/v-z.files

8  isiprod igls-AIRGAP-user0-System-A-G-17_96...  11/3/2020, 12:13:40 PM

Snapshot
expires: 11/5/2020, 12:13:11 PM
state: active
has_locks: false
path: /ifs/data/airgap/a-g files

-] isiprod Igls-AIRGAP-user0-System-H-N-17_9... 11/3/2020, 12:13:21 PM

Snapshot
expires: 11/5/2020, 12:13:11 PM
state: active
has_locks: false
path: ifs/datalairgap/h-n.files

Figure 11: Snapshots

Active Alarms Severity Source Alarm Code Time Message Info Clear

Managed Device Alerts o Critical 9 isiprod...  SCA0082 11/3/2020, 1:35:00 ... Ransomwar... Info Clear

Alarm History © Critical 9 AIRGAP...  RSW0002 11/3/2020, 12:14:2...  Locked user ... Info

Figure 12: Superna Eyeglass - Alarms
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AirGap stopped replication to the Cyber vault copy of the offline data until the Active Security Event

is resolved.

AirGap
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Figure 13: AirGap - Disabled after Ransomware Detection
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Superna Ransomware Defender also allows a restore user access function once the file system restore

has been completed.

& Ransomware Defender 5
Events —  Active Events
State Severity Files Signa... = User Detected | Shares  Snap..  Expir..  Clients = Actio.. Lock..
Active Events
ACCESS_RESTORED CRITICAL 1+ files mn SGuser  11/3/2020,1.. 1sha.. 1clus.. n/a Clien... “ 11/3/...
Event History
Settings =
False Positive
Ignored List
Threshold
Allowed Extensions
Status -
Licenses
Threats Detected
Active Protection =
Security Guard
« < Page 1 of 1 P [ Displaying 1-1of 1
Figure 14: Access Restored
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Copyright and Disclaimer

This publication is Copyright © 2020 by AV-Comparatives®. Any use of the results, etc. in whole or in
part, is ONLY permitted after the explicit written agreement of the management board of AV-
Comparatives prior to any publication. AV-Comparatives and its testers cannot be held liable for any
damage or loss, which might occur as result of, or in connection with, the use of the information
provided in this paper. We take every possible care to ensure the correctness of the basic data, but a
liability for the correctness of the test results cannot be taken by any representative of AV-
Comparatives. We do not give any guarantee of the correctness, completeness, or suitability for a
specific purpose of any of the information/content provided at any given time. No one else involved
in creating, producing or delivering test results shall be liable for any indirect, special or consequential
damage, or loss of profits, arising out of, or related to, the use or inability to use, the services provided
by the website, test documents or any related data.

For more information about AV-Comparatives and the testing methodologies, please visit our website.
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